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1% Year, Level (1) Jodll sgiwnll - gl @iwll

) Cr. Hr. Prerequisite . . . T
Course Code Course Title (LT, Lab) /Corequisite ulhinll Alelwll Jaall puwl Jdnll jo)

ENGL. 101 English | 6(2,0,8) None - 6(208) &y julail ol I.pa
MATH. 107 Calculus | 3(3.1,0 None - 3(31.0 I Jolaig Julai I g
LS. 101 Learning skills 2(2,1,0) None - 2(2,1,0) pleill aljlgn 101. Jlai
MGT. 101 Entrepreneurship 1(1,1,0) None 1(1,1,0) Jlocill aaly I-1-J1
ARAB-101 Arabic Language 2(2,0,0) None - 2(2,00) agelll aljlgall I e
1C-101 Introducctli;l):u:z Islamic 2(2,0,0) None - 2(2,0,0) awo ! 48LALL Jaall Il - plw
Total 16 16 c£gnaall
1% Year, Level (2) il sgiwall — gl il
f Cr. Hr. Prerequisite @ . o oA
Course Code Course Title (L, T, Lab) /Corequisite ulhinll Alelwll Jpaoll puwl Jdnll jo)
ENGL. 102 English II 6(2,08) ENG. 101 101. pai 6(2,0,8) I éayjilail ael 102. pai
PHYS. 101 General Physics | 3(3.1,0) MATH. 101 1%5;’2UCC 3(3,1,0) I dole clijo 101,14
. MATH.101 101.0Aa1) . .
PHYS.103 Physics Lab | 1(0,0,2) PHYS.101C 10116 C 1(0,0,2) 1 clijia Jnen 103.j1a
CS-111 Computer Skills 3(2,0,2) None None 3(2,0,2) b aljlgn 111-Jle
1C-xx1 Islamic Elective 1 2(2,0,0) IC-102 101 plw 2(2,0,0) 1 Lol syl plu xxx
PE. 101 Physical Educ. 1(1,0,1) None - 1(1,0,1) [eTIRTCITT) 101 - gy
Total 16 16 cgoanll
2" Year, Level (3) lill (sgiwnll — ailill @iwll
" Cr. Hr. Prerequisite @ . o o
Course Code Course Title (LT, Lab) /Corequisite ulhinll Alelwll Jaoll puwl Jdnll jo)
CS-101 Computer Programming | 4(3,1,2) MATH .101 101,041 4(3,1,3) 1 wwlh danp 101-JLc
IC. XX2 Islamic Elective 2 2(2,0,0) IC-102 101 plw 2(2,0,0) 2 UDJJ.u.\I l§]LIjj| xxxpl
Intro. to Academic . . P )
ENG. 201 Discourse 3(3,00) ENGL. 102 102.p0i 3(3,00) wagalll Juai a Jsao 201.p2i
MATH.102 Calculus II 3(3,1,0) MATH.101 101.MATH 3(3,1,0) I Jolaig Julai 102. (A1)
CY5-211 '”tr"d”;et'c"ur;iz\;’ Cyber 3(3.1.0) MATH. 101 101 - ) 3(3.1.0) il gol 4 doadn 211-gol
ARAB.202 Arabic Editing 2(2,0,0) ARAB.101 101.4)c 2(2,0,0) il gaill 202.uyc
Total 17 17 cgoanll
2™ Year, Level (&) iyl (sgiwnll — ayilill diwll
] Cr. Hr. Prerequisite . . . PR
Course Code Course Title (LT, Lab) /Corequisite ulhinll alelwll Janll puwl Jpanll jn)
CS-102 Computer Programming Il 4(3,1,2) CS-101 101-JLc 4(3,1,2) 2 cunlh dany 102-Lc
COE-344 Computer Networks 4(3,0,2) - - 4(3,0,2) wwlall alauh 344-la
~ Software Engineering. B _ Aol pghig proni ~
(S-225 Design and Development 3(3.1.0) CS-101 101-JLc 3(3.1.0) eunigll 225-lc
STAT-219 Prob. & Stat. For Eng, & Sc. 3(2,02) MATH.102 102.4) 3(2,03) awaigll ;gj“‘;_l'lgg alllabl 219l
_ Penetration Testing and B ot alyeill pydig gl sl .
CYs-212 Vulnerability Assessment 4(3,0,2) CYS-211 211-(0l 4(3,0,2) PRAG 212-nl
Asindl
Total 18 18 cgnanll
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) Cr. Hr. Prerequisite . . . T
Course Code Course Title (LT, Lab) /Corequisite ulhinll Alelwll Jaall puwl Jdnll jo)

Data Structures and

CS-210 Algorithms 3(3,1,0) CS-102 102-Lc 3(3,1,0) alinjjlgallg alill cuslyi 210-lc
(S-285 Discrete Math for Computer 3(3,1,0) 102.MATH 102,41 3(3,1,0) adehdin alnl) 285-Jlc
Introduction to Database aclgd phi A dnadn
CS-340 Systems 4(3.0.2) CS-102 102-Lc 4(3.0.2) Ll 340-lc
CS-344 Advanced Programming 3(2,0,2) CS-102 102-JLc 3(2,0,2) dnadinll daopll 344-lc
CYS-314 Cryptography 4(3,0,2) CYS-211 211-al 4(3,0,2) sl ple 314-(0l
Total 17 17 cgnanll

34 Year, Level (6) wubwll sgiwoll — @illill diwll
; Cr. Hr. Prerequisite . . . P
Course Code Course Title (LT, Lab) /Corequisite ulhinll alelwll Janll puwl Jpdnll jn)
. . awalnill ailgall
ETHC-303 Ethical and Social Aspects 3(3,0,0) B ~ 3(3,0,0) g éuclainllig 303-gls
of Computer =
cuulall
- Design and Analysis of B _ clraiilas . . ~
5311 Algorithms 3(3.00) (5-102 102-Le 3(3,0,0) alnjjlgall pionig Juai 311-Jlc
€5-330 '“t"’d““g\‘;;‘t;‘;niperat'”g 4(3.0.2) 5-210 210-Le 4(3.0.2) sl il 330 JLc
CYs-315 Software Security 3(3,0,0) CYs-211 211-gal 3(3,0,0) cilaopl ol 315-(0l
CYs-316 Scripting for Cyber Security 3(3,1,0) CS-102 102-JLc 3(3,1,0) goll awnil aanpl 316-0l
Al
IC-xx3 Islamic Elective 3 2(2,0,0) IC-101 101 -plw 2(2,0,0) 3 Lol )uidl xxxplw
Total 18 18 cgnaall
4™ Year, Level (7) @lwll sqiwnll - ol diwll
f Cr. Hr. Prerequisite . . . L
Course Code Course Title (LT, Lab) /Corequisite ulhinll alelwll Janll puwl Jpdnll jn)
~ Malware Analysis and ~ i aiyall alaopll Julai L
CYS-313 Reverse Engineering 3(3,0,0) CYS-211 313-(jnl 3(3,0,0) el duniglig 211-yol
95 Cr. 95.611g
CYS-498 Senior Project 1 3(3,0,0) And Dept adalgng 3(3,0,0) il ¢gpiin 498-JLc
App puudll
Wireless and Mobile Lo . _ e
CYS-413 Security 3(3,1,0) CYS-212 413-)ol 3(3,1,0) Jdiinllg lwvi\_l.n.u_IJ.ll godl 212-0l
. Elective ulhin o8 L E
CYS-xx1 CYS Elective 1 3(3,1,0) Perroquets il 3(3,1,0) yol sl Xxx - (jol
CYS-414 Cyber Crime and Cyber Law 3(3,00) CYs-301 414-0l 3(3,00) Ugiw'gjgﬁj' anyll 301-gjol
CYS-490 Internship 2(0,0,2) 95 Hr. 490-(yni 2(0,0,2) Giluall qyjaill acl 95
Total 17 17 cgoanll
4% Year, Level (8) Jolill sgiwall — aoulyl diwll
] Cr. Hr. Prerequisite . . . PR
Course Code Course Title (L. T, Lab) /Corequisite ulhinll alelwll Janll puwl Jpanll jn)
CYS-415 Digital Forensics 3(3,0,0) CYS-414 414-(ni 3(3,0,0) anal alaanill 415-¢ynl
CYS-499 Senior Project Il 3(2,0,2) CYS-498 AQB—UDT 3(2,0,2) I il ggjﬁm 499—U.DT
XXXXXX Free Elective 3(3,0,0) None - 3(3,0,0) N @ijjl XXXX
. Elective whin Lo Lo
CYS-xx2 CYS Elective Il 3(3,1,0) Perroquets TR 3(3,1,0) 2 gl s)lidl 2 xx-(jol
. Elective wlhin L E L
CYS-xx3 CYS Elective Ill 3(3,1,0) Perroquets sl 3(3,1,0) 3 ol L§JLI,D| XXX-(Jol
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Cyber Security Elective Courses

Students must select 9 credit hours from the table below.

S Number Course Name (LF;., T;:b) Prerequisite /Corequisite
1. CYS-443 Applied Cryptography 3(3,1,0 CYS-31

2. CYS-446 Advanced Digital Forensics 3(3,1,0) CYS-414

3. CYS-447 Security Operations and Monitoring 3(3,1,0) CYS-315y

4, CYS-448 Emerging Topics in Cyber Security 3(3,1,0) CYS-211, CYS-212

5. CYS-449 Security Auditing and Assessment 3(3,1,0) CYS-212

Islamic Elective Courses (IC xxx: Islamic Elective)

Cr. Hr. .. .
S Number Course Name (LT, Lab) Prerequisite Corequisite
. IC203 .gainnll cliig Plhu.yll . 2(2,0,0) IC101
203 plw Islam and Community Building 101 plw
- IC. 306 plluwdl g Salniddl plhil 2(2,0,0) IC101
306.plw Islamic’Economic System 101 plw
ISC-205 Family in Islam 2(2,0,0) IC101
8. 205-plu enianll cliig apwill o 101 plw
IC410 Biography of the Prophet 2(2,0,0) IC101
9. 410 plw cuguill 10, 101 plus
IC.408 Islamic Political System 2(2,0,0) IC101
10. 408.alw pllulll a Swlull plail o 101 plw
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